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HNucTpykuus ajst o0yqaromuxcs no odecnedyeHn0 HHPOpMannoHHOH 0€30NaCHOCTH NPH
HCI0JIb30BaHNU ceTH « AHTepHeT» ISl pa3MellleHHsl B y4eOHbIX KaOHHeTaX, B KOTOPbIX
ocyliecTBJseTcs 10cTyn B ceTb «AHTEepHET»

C KaXIbIM TOJOM MOJIOJIC)KH B WHTEPHETE CTAHOBHUTHCS OOJIBIINE, a IIKOJLHUKUA OIHH W3
CaMbIX AaKTHUBHBIX IMOJb30BaTened PyHera. Mexay TeM, NOMHMO OTPOMHOIO KOJMYECTBA
BO3MOJKHOCTEH, MHTEPHET HECeT W MpOoOJIeMBL. JTa MaMsATKa OOJDKHA MOMOYb Tebe Oe30macHo
HaXOJHUTHCS B CETH.

KoMnbioTepHble BUPYCHI

KoMITbIOTepHBIN BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPAMM, OTIHYUTEILHOMN
0COOEHHOCTBIO KOTOPOH SBISIETCS COCOOHOCTh K pa3MHOKEHHIO. B OTOTHEHHE K 3TOMY, BUPYCHI
MOTYT TIOBPEIWTHh WM IOJHOCTHIO YHUYTOXHUTh Bce (ailiasl W JaHHBIE, TOJKOHTPOJIBHEIC
MI0JIL30BATENI0, OT UMEHH KOTOPOTO ObLiIa 3amylleHa 3apakeHHas MporpaMMa, a TaKke MOBPEIUThH
WIM JaKe YHUYTOXHUTH OTEPAIMOHHYIO CHCTEMY CO BceMu QailaMu B 1ejoM. B OoJbIIMHCTBE
CITydaeB paclpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTo bl 3aIUTHI OT BPEIOHOCHBIX ITPOTPAMM:

1. Hcronws3yil COBpPEMEHHBIE OIEPALMOHHBIE CHCTEMBI, HMEIOIIHE CEPhE3HBI YPOBEHb
3aIUTHI OT BPEJOHOCHBIX IMPOTPaMM;

2. TlocrosHHO ycTaHaBiMBai madTH (IUQPPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYCCKU
YCTAaHABJIMBAIOTCS C LENBI0 JOPaOOTKHA MPOTPaMMBI) M Apyrue OOHOBIIEHUSI CBOEH OTEepariMOHHON
cucteMbl. CkaunBail uX TOJIBKO ¢ opuIHanbHOTO caita pazpadorunka OC. Eciu cymecTByeT pexxum
aBTOMAaTU4YECKOT0 OOHOBIIEHUS, BKIIIOUYH €T0;

3. PaboTait Ha cBOEM KOMITBIOTEPE MO TIpaBaMH TOJb30BATENsI, @ HE aIMUHUCTpATOpa. ITO
HE TO3BOJIUT OOJILIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHATILHOM
KOMIIBIOTEPE;

4. Vicnonp3yil aHTHBUpPYCHBIE NPOrPAMMHBIE MPOIYKTHl HM3BECTHBIX IMPOU3BOJIUTENECH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb PU3NYECKHI TOCTYN K KOMIBIOTEPY sl HIOCTOPOHHUX JIUIL;

6. Mcmonp3yll BHEIIHME HOCUTENM MH(QOpPMAIMK, Takue Kak Quenika, JUCK wuiu dain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIE (hAlIbI, TOJYYSHHbBIE U3 HEHAJECKHBIX UCTOUYHUKOB. J{axe Te
(aiinbl, KOTOpbIE MpUCIal TBOM 3HaAKOMBIN. Jlydilie yTouHM y HEro, OTHPaBIIsI U OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BuA mepeaayn AaHHBIX, HE TEXHOJIOTHs, a BCEro JHIIbL OpeH, Mapka. Eie B
1991 rony HupepmaHiackas kommnaHusi 3apeructpupoBaia Openn "WECA", uro o0o3nauano
coBocouetanue "Wireless Fidelity"”, kotopsiii mepeBoauTcs Kak "0ecrpoBoaHAS TOYHOCTH'.

Jlo Hamiero BpeMeHM Jollia Jpyras abOpeBuaTypa, KOTOpas SBISETCS TakoW ke
TexHojorueil. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JAaHO C HAMEKOM Ha CTaHIApT
BBICIIIEH 3ByKOBOM TexHUKH Hi-Fi, 4o B mepeBojie 03Ha4aeT "BHICOKAs TOUHOCTH'.

Jla, OecruiaTHBIM HMHTEPHET-IOCTYNl B Kade, OTeNsIX W a’ponoprax SBISETCS OTIUYHOU
BO3MOXKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE 3KCIEpTHI CUMTAIOT, uTO oOIenoctymnHsie Wi-Fi
CETH HE ABISAIOTCS OE30TaCHBIMHU.

CoBeTbl 110 0€3011aCHOCTH PaOOTHI B 00LIEAOCTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuunyro nHpopMaruio yepes oomenocrynusie Wi-Fi cetu. PaboTas B
HUX, JKeJNaTeJIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JJOTHHBI U KaKUe - TO HOMEPA;

2. Vcnonw3yii u OOHOBISM aHTHBHPYCHBIE TpPOrpaMMbI U Opanamayep. Tem cambIM ThI
obe3omacuiib cedst OT 3aKaYyKu BUpyca Ha TBOE YCTPOICTBO;

3. ITpu ucnonw3oBanuu Wi-Fi otkmtoun ¢ynkuuio "OOmwmii noctyn k daitinam u npuntepam'.
JannHast GyHKIMS 3aKphITa 10 YMOJTYAHUIO, OJJHAKO HEKOTOPHIE TIOJIB30BATENN AKTHBUPYIOT €€ s
ya00CTBa UCIONIB30BaHUA B paboTe Ui yueoe;

4. He ucnonp3yit myonuunasiii WI-FI 1 mepenaun mu9HBIX JaHHBIX, HApUMEp Ui BBIXO/a
B COIMANILHBIC CETH WM B JIEKTPOHHYIO TOYUTY;



5. Mcmone3yii ToNbKO 3amuiieHHoe coenunenue yepes HTTPS, a ue HTTP, T1.e. mpu HaGope
BeO-apeca BBo M uMeHHO "https://";

6. B moOmibHOM Tenedone oTkmoun pynkiuio "Tlogkmrouenue k Wi-Fi aBromaruuecku'. He
JOITyCKail aBTOMATHYECKOTO MOJIKII0UEHHs yCTporcTBa K ceTsim Wi-Fi 6e3 TBoero cornacwusi.
CounanbHble ceTu

CornuanbHbIe CETH aKTHBHO BXOJAT B HAINy JKW3Hb, MHOTHE JIFOAU pabOTAIOT M KHUBYT TaM
MOCTOSIHHO. MHOTHE TI0JIb30BaTeM HE IMOHUMAIOT, 4YTO HWHQOpMAIH, pPa3MEIICHHAs HMH B
COIMANILHBIX CETSAX, MOXET OBbITh HAWJCHAa W WCIOJb30BAaHA KEM YrOAHO, B TOM YHCIE HE
00s13aTeNIbHO ¢ OJIaruMu HaMePEHHUSIMH.

OcHOBHBIE COBETHI 10 0€30MMACHOCTH B COITUATBHBIX CETSIX:

1. OrpaHuyb CIHCOK JIpy3ei. Y Te0si B APY3bAX HE JOJDKHO OBITh CITy4alHBIX U HE3HAKOMBIX
JTIIO/IEH

2. 3ammmail cBOI0 YacTHYIO kM3Hb. He ykaspiBail mapoim, TenedoHbl, aapeca, AaTy TBOETO
POXKIEHUS W JAPYryl JIMYHYI HWHPOPMAIHIO. 3IIOYMBIIIJICHHUKA MOTYT HWCIIOJIh30BaTh JakKe
WH(OPMAIIHIO O TOM, KaK ThI ¥ TBOHM POJUTEIIN TUTAHUPYETE MPOBECTH KaHUKYJIBI,

3. 3ammimail cBOI penmyTaluio - JEp>KU €€ B UUCTOTE U 3a/iaBail ceOe BOTIPOC: XOTEN OBl THI,
9TOOBI JPyrue IOJB30BATSIM BUACTH, 4TO ThI 3arpyxkaems? [logymaii, mpexae dYeM 4YTo-TO
OMyOJTMKOBATh, HAMKCATh U 3aTPy3UTh;

4. Ecnu TBI TOBOPHITE C JIIOABMH, KOTOPBIX HE 3HACIIb, HE MCIIOJIB3YH CBOC PeallbHOC UMS H
JPYTYIO JIMYHYIO HHPOPMAITUHU: UMSI, MECTO JKUTEIbCTBA, MECTO y4eObl U TIpovee;

5. W3berait pasmemenus: Gororpaduii B UuTEepHETE, T/I€ THI M300paK€H HA MECTHOCTH, IO
KOTOPOH MOYHO OTIPEJCITUTh TBOE MECTOTIOJIOKECHHUE;

6. Ilpu perucrpanmuu B COIHAIBHOW CETH HEOOXOIMMO HCIOJIB30BATH CIIOKHBIE MapOJIH,
cocTosIme U3 OyKB U ITUQP U C KOJUISCTBOM 3HAKOB He MeHee 8;

7. ns couuanbHOW ceTH, MOYTHl M JIPYIMX CAaWTOB HEOOXOAMMO MCIIOJIb30BaTh pa3HbIE
napoiu. Toraa ecnu TeOs B3JIOMAIOT, TO 3JOYMBIIUIEHHMKH TOJy4aT AOCTYN TOJBKO K OTHOMY
MECTY, a HEe BO BCE Cpa3zy.

DJIeKTPOHHBbIE 1eHbIH

DNEeKTPOHHBIE JEHBIHM - 3TO OYEHb YAOOHBINH CIOCOO TIIaTeXeH, OJHAKO CYMIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JCHBIU.

DNEeKTPOHHBIE JI€HbI'M MOSBUIUCH COBCEM HEAABHO W HMEHHO H3-3a 3TOTO BO MHOTHX
rocynapcTBax J0 CUX IOp HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (hyHKIIMOHUPYIOT U O HUX YK€ MPOIMKUCAHO B 3aKOHE, IJIe UX Pa3/elisaioT Ha
HECKOJIbKO BHUJOB - aHOHMMHBIE U HE aHOHUMHbIe. Pa3HMIIa B TOM, YTO aHOHHMHBIE - 3TO TE, B
KOTOPBIX pa3peliaercsi MpoBOIUTh onepanun 6e3 uAeHTU(GUKAIK OJIb30BaTeNs, 8 B HEAaHOHUMHBIX
uAeHTU(PUKAIMS TTOJIb30BaTENs SBIISETCS 0053aTeIbHOM.

Takxe crnenyer paziauuaTh JJIEKTPOHHBbIE (QHAaTHBIE ACHBIU (PaBHbI TOCYIAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIE HeUATHBIE ICHBI'H (HE paBHBI TOCYAapCTBEHHBIM BAIIOTAM).

OcHoOBHBIE COBETHI 110 06€301acHOi paboTe ¢ ANMEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBsbku K cueTy MOOWIBHBIM TenepoH. DTO caMblii yAOOHBIH M OBICTPBIH croOco0
BOCCTaHOBUTH JOCTYN K cuery. [IpuBs3anHbIil TenedoH MOMOKET, eciu 3a0y/aelib CBOI MIIaTeKHbIN
MapoJIb WK 3alJIelIb Ha CAlT ¢ HE3HAKOMOTO YCTPONCTBA;

2. Hcnonw3yii ogHopaszoBble naponu. [locne mepexona Ha yCUIIEHHYIO aBTOpH3aluio Tebe
y’Ke He Oy/IeT yrpoaTh OMACHOCTh KPa)KH WM TiepexBaTa IIaTeKHOTo mapois;

3. BeiOepu cnoxsblit maponb. [IpectynmHukam OyneT HE MPOCTO yrajaTh CIOXKHBIA Mapoilb.
Hagexxnble maposiu - 3TO MapoJid, KOTOpPhIE COJIEpKaT HEe MEHee 8 3HAKOB M BKIIOYAIOT B CeOs
CTPOYHBIC U MPOMUCHBIE OYKBBI, IU(PHI U HECKOJIHKO CUMBOJIOB, TaKMe KaK 3HAK Jojapa, (yHTa,
BOCKJIMIIATENIbHBIN 3HaK ¥ T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JaHHBIE HA calfTaX, KOTOPHIM HE I0BEPSICIIb.

DJIEKTPOHHAsI IOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJOTHS W MPENOCTABISIEMBbIE €0 YCIYI'H MO MEPEeChUIKE U
MIOJIYYEHUIO DIIEKTPOHHBIX COOOIICHUI, KOTOPBIE paCIPEENSIOTCS B KOMIBbIOTepHOU ceTu. OObIYHO
AIIEKTPOHHBIN MOYTOBBIN SIIMK BBITISIUT CICTYIOMIUM 00pa3oM: UMsI_TOJIb30BATEIA(@UMS_JIOMEHA.
Taxxe kpoMe mepeaun MPOCTOro TeKCTa, MMEETCs BOBMOKHOCTh TiepeaBaTh (haiiibl.

OcHOBHBIE COBETHI M0 Oe30MacHOil paboTe ¢ IIMEKTPOHHON MOYTOMH:
1. Hago BbIOpaTh NpaBUJIBHBIN MOYTOBHIM cepBHC. B MHTEpHETE ecTh OrpOMHBIN BBIOOD
OecIulaTHBIX TOYTOBBIX CEPBHMCOB, OJHAKO Jy4Yllle IOBEPSTh TE€M, KOTO 3HACIlb U KTO MEPBHIA B



pEeUTHUHrE;

2. He yka3piBail B JMYHOW mouTe IM4HyI0 HHpopmanuioo. Hampumep, mydme BbIOpath
"My3bIKanbHbIN_(haHaT@" ninu "pok2013" BmMectTo "temal3";

3. Mcnonp3yii IBYX3TaHYyI0 aBTOPU3ALMI0. JTO KOTJa IOMUMO [1apoJisd HY’)KHO BBOJUTH KOJ,
npucblIaeMblil o SMS;

4. Bpibepu cioXHBIH Taponb. s KaXJ0ro IMOYTOBOTO SIIMKA JOJDKEH OBITH CBOM
HAJICXKHBIM, YCTOMYMBBINA K B3JIOMY I1apOJIb;

5. Ecnum ectb BO3MOHOCTh HamucaTb CaMOMY CBOM JIMYHBIM BOIPOC, HUCIOJB3YyWH 3Ty
BO3MOYHOCTb;

6. Mcnonb3yli HECKOJIBKO IIOYTOBBIX SIIMKOB. [IepBbIi 1 YacTHOM IEPENUCKH C
azpecaraMM, KOTOPbIM Tbl JOBEpsELIb. JTO 3JIEKTPOHHBIM aJpec HE HAJ0 HCIIOJIb30BATH IIPU
peructpanyu Ha popyMax u caitax;

7. He oTkpbIBail ¢ailyibl U Ipyrue BIOKEHUS B MHUCbMax, JaKe €CIM OHU IPUIUIA OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTHPABIISIIN JIU OHU TeOe 3T (ailiibl;

8. Ilocne okoH4aHUs paOOTHl HA MOYTOBOM CEPBHCE MEpE]] 3aKPbITUEM BKIIAJIKU C CAaliTOM He
3a0yap HaxxaTh Ha "Beriftu".

Ku6epOy/uiuHT I BUPTYaJbHOE U31€BATEJIbCTBO

KuOepOynauHr - npeciiejoBaHUE COOOIIEHUSIMHU, COAEpKAIUMU OCKOpOJIEHUS, arpeccuto,
3allyruBaHue;  XyJUTaHCTBO;  COLMAJbHOE  OOWKOTUPOBAaHME C  IOMOUIIBIO  Pa3IMYHBIX
MHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KNOEPOYIITMHTOM:

1. He 6pocaiics B 0oil. JIyumnii criocoO: mocoBeToBaThCs Kak ceOs BECTH U, €CIIU HET TOT0, K
KOMY MOYHO 00paTUThCSI, TO BHaUajle yCIIOKOUThCA. Eciiu Thl HauHEeNb OTBEYaTh OCKOPOICHUSIMU Ha
OCKOpOJIEHUS, TO TOJBKO €1le O0JIbIIe PA30AIKEITb KOHDIUKT;

2. Ympasnsii cBoel kubeppemyraiuei;

3. AHOHUMHOCTP B ceTu MHHMMasg. CylecTBYIOT CHOCOOBbI BBISICHUTh, KTO CTOUT 3a
AHOHHMMHBIM AKKayHTOM;

4. He cTouT BeCTH XyJIMTaHCKUK 00pa3 BUPTYaIbHOM ku3HU. VIHTepHET PUKCUpPYeT BCE TBOH
JEHUCTBUS M COXPAHSIET UX. Y JAIUTh UX OYyJET KpaiiHe 3aTPyIHUTEIBHO;

5. Cobmrofiaii CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. UrHopupyii emuHuuHbIii HeratuB. OIHOpPA30BBIE OCKOPOHWTEIbHBIC COOOIICHMS JTy4Ile
UrHopupoBaTh. OOBIYHO arpeccust peKpallaeTcsl Ha Ha4yalbHOM cTaauy;

7. ban arpeccopa. B mporpamMmMax oOMeHa MIHOBEHHBIMH COOOLIEHHMSMH, B COLIMAIBHBIX
CeTAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKH COOOLIEHUI C ONPEAETICHHBIX alpecoB;

8. Ecnu T cBUaeTeNb KMOEpOyuHra. TBou efCTBUA: BEICTYIIUTh IPOTUB IPECiIe0BaTEls,
[I0Ka3aThb €My, YTO €r0 ACUCTBHs OLICHMBAIOTCS HETATUBHO, NOJAEPXKaTh )KEPTBY, KOTOPOH HYKHA
IICUXO0JIOTHYECKasi IOMOIIb, COOOLIUTH B3pPOCIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.
MoouibHblii Tes1ed)oH

CoBpeMeHHbIe cMapTHOHBI U TUIAHILIETH! coJiepKaT B ceOe BIIOJIHE B3pOCibli (DyHKIMOHAT, U
Telepb OHU MOTYT KOHKYPHUPOBAaTb CO CTallMOHApHBIMU KOMIbIOTEpaMH. OJHAKO, CPEACTB 3aIUTHI
U1l TOJOOHBIX YCTPOMCTB IOKa OuY€Hb Majo. TecTHMpOBaHHWE M HOUCK YA3BUMOCTEH B HHX
IIPOMCXOJIUT HE TaK HHTEHCUBHO, Kak /Ui 1K, To e camoe kacaeTcss 1 MOOUIIbHBIX IPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIBbHBIE Opay3epbl YK€ NpPaKTUYECKM JOTHAJIM HACTOJIbHbBIE aHaJOTH,
OJIHAKO pacIIMpeHHe (yHKIMOHAA BJIeYEeT 3a COOOH OOJBIIYI0 CIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTENN BBIMTYCKAIOT OOHOBJIEHHUS, 3aKpPBIBAIOLINE KPUTHUYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€301MaCHOCTH MOOUIIBHOTO TejledoHa:

Huuero He sBnsieTcs mo-HacrosiieMmy OeciuiaTHbIM. Byabp ocroposkeH, Benp korzna Ttebe
MpeUIaraoT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKK€ - TO TUIATHBIE YCIYTH;

Hymaii, npexxae ueM oTnpaBuTb SMS, ¢poTto unu Buaeo. Thl TOYHO 3HaEIIb, I/Ie OHU OyIyT B
KOHEYHOM uTOre?

Heo0x011M0 0OHOBIISATE ONIEPAIIHOHHYIO CHCTEMY TBOET0 CMapT(oHa;

Vcnonb3yit aHTUBHPYCHBIE ITPOIPaMMBbI /7151 MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxail npuiioKeHusi OT HEU3BECTHOIO UCTOYHHKA, BEIb OHU MOTYT COIEpPKATh
BPEJOHOCHOE IPOrPaMMHOE 00ECIIEUEHUE;

ITocne Toro kak Thl BBIAACUIL C caiiTa, TJe BBOJMII JHYHYIO WH(pOpPMAIHIO, 3aii1u B



HACTpOWKK Opay3epa u ynanu COOKIes;

IIepuoanuecku npoBepsAl, Kakue IJIaTHbIE YCIYI'M aKTMBUPOBAaHBI Ha TBOEM Homepe; JlaBain
CBOI HOMEp MOOMIIBHOTO Tesie(hOHA TOJBKO JIFOJIIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEPSICIIb;

Bluetooth momken ObITh BBIKIFOYCH, KOTJA Thl MM HE MOJIb3yelbcs. He 3a0biBail MHOTIA
IIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAWH-UTPBl - 3TO  KPAacOYHbIE, 3aXBaTbIBAIOLUE pa3BJICUYCHUS,
O0OBETMHSIOMINE COTHU THICSY YEJIOBEK IO BCeMy MHpPY. MrpoKH HCCIEAyIOT NaHHBIH UM MHD,
oOMIal0TCsl PYr € JPYroM, BBIIOJHSIOT 33/IaHUS, CPAKAIOTCS ¢ MOHCTPAaMH M TOJYYalOT ONBIT. 3a
YI0BOJIBCTBUE OHHU IIATAT: MOKYMAOT JUCK, OIJIAUMBAaIOT aOOHEMEHT WIHM NMPUOOPETAIOT KaKUE-TO
OTIIIHUH.

Bce a1y cpenctBa uayT Ha NoafepKaHUE U pa3BUTUE UIPbI, a TAKXKE HA caMy 0€3011aCHOCTD:
COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPHU3ALMH, BBIITYCKAIOTCSI HOBbIE MaT4M (IU(POBBIE 3aIlJIaATKU IS
MIPOrpaMM), 3aKpbIBAIOTCS YI3BUMOCTH CEPBEPOB.

B no1o0HBIX Urpax CTOUT omacaTbCsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KpPakl TBOETO
1apoJsi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AIMH OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI TT0 0€30MMaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroit urpok BeAeT cedst I10Xo WK co3/1aeT Te0e HeNPUSITHOCTH, 3a0I0KUPYH €ro B
CIIMCKE UTPOKOB;

2. Iloxxamyiics aAMMHHCTpaTOpaM WUIrpbl Ha IJIOXO€ MOBEJEHHE 3TOT0 WUIPOKa, >KEJIaTeNIbHO
MIPUJIOKUTH KaKHE-TO JI0Ka3aTelbCTBa B BUJI€ CKPUHOB;

3. He ykasbiBail nuunyto uHbopmMaiuio B mpodaiiie urpsl;

4. YBaxkail Apyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuIaibHbIe TATIYH U MOJIBI;

6. Mcronp3y# ClI0KHBIE U pa3HbIE [TAPOJIH;

7. Jlaxe BO BpeMs UTPbl HE CTOUT OTKJIIOYaTh aHTHBUpYC. [loka Thl Urpaelib, TBOU
KOMIBIOTEP MOTYT 3apa3uTh.

@OUIIVHT WIM KPajka JHYHBIX JaHHBIX

OOBIUHOM Kpakel JIeHeT M JOKYMEHTOB CErOJHS Y€ HUKOTO HE YAHMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JI0YMBIIIICHHUKH TTEPEMECTHIINCh B HHTEPHET, U TMPOJIOIDKAIOT 3aHUMAThCS
"IIF0OUMBIM" IEJTOM.

Tak mosBMIAach HOBas yYrpo3a: HMHTEPHET-MOIICHHMYECTBA WM (DUIIHMHT, TJIaBHAs IENb
KOTOPOT'O COCTOMT B MOJyYCHUU KOH(PHICHIIMATBHBIX JAHHBIX T0JIb30BaTENICH - IOTHHOB U MapOJICH.
Ha anrnuiickoM si3eike phishing uwmraercs kak ¢umunr (ot fishing - peiOHas moBms, password -
1apoJib).

OCHOBHBIE COBETHI 110 OOPHOE ¢ PUIITMHTOM:

1. Cnenu 3a CBOMM aKkKayHTOM. Eciu ThI 10J103peBaelilb, 4T0 TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0MMO 3a0JOKHPOBAaTh €€ M COOOIIUTh AIMUHHCTPATOpaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. Wcnonb3yit Oe3omacHble BeO-CalThl, B TOM YHCIIC, MHTEPHET-Mara3MHOB M TOMCKOBBIX
CHCTEM;

3. Hcrmosp3yil ClIO)KHBIE M pa3Hble Tapoiu. Takum oOpa3om, eciau TeOs B3JIOMAKOT, TO
3JI0YMBIIIJICHHUKH MOJIYYaT AOCTYH TOJIBKO K OJTHOMY TBOEMY MPOQHIIIO B CETH, a HE KO BCEM,;

4. Ecnu TeOst B3IOMalM, TO HEOOXOIUMO MPEAyNpPEeInuTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no6aBiieHbl y Te€OsI B APY3bsX, O TOM, 4TO TeOs B3JIOMald W, BO3MOXKHO, OT TBOETO MMEHHU Oyzer
pacchUIaThCs CllaM U CCBIJIKK Ha (PUIIUHTOBHIE CANTHI,

5. YcraHoBM HajexHbIH napossb (PIN) Ha MOOMITBHBIN TenedoH;

6. OTKJIIOYM cOXpaHEHHUe Mapoisd B Opaysepe;

7. He oTkpbiBail Qaiinbl u apyrue BIOKEHHUS B MUChMaX, Ja)Ke €CIM OHHM MPUIILUIA OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTHPABIISUIHA JTU OHU Tebe 3TH (paiibl.



HMudposas penyrauus

Hudposas pemyranus - 3TO HEraTWBHAS WM TO3UTUBHas MH(OpManus B ceTH O Teoe.
Komnpomerupyromas uHQOpManus, pa3MeElIeHHass B HHTEPHETE, MOXKET CEphe3HBIM 00pazoMm
OTpa3uThbcs Ha TBOEH peanbHOU >xm3HU. "Lludpomas pemyrammsa" - 3TO TBOH HMHK, KOTOPBIA
bopmupyercst u3 HHGpoOpMaIuK o Tede B UHTEPHETE.

TBoe MecTO KHTEeNbCTBA, Y4eObl, TBO€ (PUHAHCOBOE TOJIOKEHUE, OCOOCHHOCTH XapakTepa |
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noApOCTKH JIETKOMBICIIEHHO OTHOCSTCS K NyOJMKalMM JMYHOM HHpOpManuu B
WNHuTepHere, HE MOHMMAs BO3MOXKHBIX MOCIEACTBUMA. Thl Jaxke HE CMOJKEUIb JI0TaJaThCsl O TOM, YTO
dororpadus, pasMelieHHas S JIeT Ha3al, cTana IPUYMHONW 0TKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuu, pazmerienue TBoux ¢ororpaduii u qpyrue IecTBHS MOTYT HE MCYE3HYTh
Jayke TOCIIe TOT0, KaK Thl MX yAAIUIIb. Thl HE 3HACIIH, KTO COXPAHWI 3Ty HHPOPMAIIKIO, TIOTaNa JIn
OHa B MOMCKOBBIE CUCTEMBI U COXPAaHWIJIACh JIU OHA, a IJIaBHOE: YTO MOJAYMAIOT O TeOe OKpYXKarollue
JIIOJIM, KOTOpbIE€ HAaUAYT M yBUIAT 3T0. HaliTu nH(popMaliuio MHOTO JIET CITYCTS CMOXET JII000H - Kak
u3 T00pbIX MOOYXKIEHUH, TaK U C HAMEPEHUEM IPUUUHUTH Bpe. DTO MOKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HUPPOBOI penmyTanuu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBATh U NepeaaBaTh y ceOs B Oyiore Wik B
COITMANLHOM CETH,

2. B nHacrpoiikax mpoduiasi yCTaHOBM OTPaHWYEHHUS HA MPOCMOTP TBOETO MPOGWIS M €ro
COJIEPKUMOTO, CAENIall €ro TOIbKO "I Apy3en';

3. He pasmemai u He yka3piBail HH(DOPMAIIHIO, KOTOPasi MOXKET KOT0-JIMOO0 OCKOPOJISATh WITH
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE HIKOJIBHUKHM - aKTUBHBIE MOJb30BaTeNId LUQPPOBOro mpocTpaHcTBa. OgHAKO
JIAJIEKO HE BCE 3HAIOT, YTO IOJIb30BAaHME MHOIMMM BO3MOKHOCTSAMH IM(POBOro Mupa TpedyeT
coOJTI0/IEHUS TPaB Ha UHTEIICKTYaTbHYIO COOCTBEHHOCTD.

Tepmun "WHTEUIEKTyanbHash COOCTBEHHOCTh' OTHOCHUTCA K Pa3JUYHBIM TBOPCHUSIM
YEJIOBEYECKOT0 yMa, HauMHas ¢ HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOIMIUX COOCTBEHHOCTh Ha
HOPOAYKTBI M YCIYTH, U 3aKaH4YMBas KHUramH, (GortorpadusiMu, KHHOQUIbMAaMHU U MY3bIKAJIbHBIMHU
IIPOU3BEACHUSAMH.

ABTOpCKHME MpaBa - 3TO IpaBa HA HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHMS
HayKH, JINTEPATyphl U MCKYCCTBA. ABTOPCKHME IIpaBa BBICTYNIAIOT B KayeCTBE TapaHTHH TOTO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUN TpPyX aBTOpa He OyJIeT HalpacHbIM, JacT €My CIIPaBeUIMBbIC
BO3MOJKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro TPyAd, HOJYYUTh H3BECTHOCTh M IPU3HAHHUE.
Huxkro 0e3 paspelieHus aBTopa HE MOXET BOCIPOM3BOJUTH €ro IPOMU3BEAECHUE, PACIIPOCTPAHSTD,
yOJINYHO AEMOHCTPUPOBATH, IPOJaBaTh, UMIIOPTUPOBATh, IyCKaTh B POKAT, IIyOJIMYHO UCHOJHSTD,
II0Ka3bIBATh/UCIOIHATH B 3upe nnu pasmeniars B lHTepHere.

Hcnonb3oBaHue "mUpaTckoro" MporpaMMHOIO OOECleYeHUss MOKET HMPUBECTH K MHOTHM
pUCKaM: OT IOTEPH [JaHHBIX K TBOMM aKKayHTaM /0 OJIOKMPOBKM TBOEro YCTPOMCTBa, IJie
yCTaHOBJICHa HeJeranbHas nporpamma. He cTouT Ttakxke 3a0bIBaTh, YTO CYILECTBYIOT JIETalbHbIE U
OecrulaTHbIE IIPOTrPAMMBI, KOTOPbIE MOKHO HAlTH B CETH.

O nopraue

CeteBnuoK.p¢ - TBOM INIaBHBIN COBETUMK B CETU. 3/1€Ch Thl MOXKeEIb Y3HaTh O 0€30I1aCHOCTH
B CETH MOHATHBIM U JIOCTYITHBIM S13bIKOM, a IIPY BOZHUKHOBEHUU KPUTUYECKON CUTYaIllul 00paTUThCs
3a COBETOM. A TakXe IMPHUHATh y4acTUE B KOHKypCaX M CTaTh CaMbIM IIU(POBBIM T'pakJaHUHOM !



HHCTPYKIUS JJISI OBYYAIOIIUXCS OF HH®OPMAIIMOHHOM
BE3OINACHOCTHU
HEJIb351
1. Bcem mojpsin cooOmaTh CBO YacTHYIO WH(MOPMANUO (HACTOSIUEe UMsl, (haMUIIHIO,
TenedoH, aapec, HoMep IIKOJIbI, a Takke GoTorpaduu cBoM, CBOCH CEMBbH H JIpy3ei);
2. OTKpBIBaTh BJIOXKECHHBIC (DAIIBI SIIEKTPOHHOM OYTHI, KOT/Ia HE 3HACIIH OTIIPABUTEJIS;
3. I'pyOuTh, MPUANPATHCS, OKA3bIBATh JABJICHUE - BECTH CE0sI HEBEXKIIUBO U arpeCCUBHO;

4. He pacniopspkaiics 1eHbraMH TBOEHM CEMbH 0€3 pa3peleHus CTaplliuX - BCerja crpaliuBan
poauTeneu;

5. He Bcrpeuaiica ¢ IHTepHET-3HAKOMBIMU B PEAJIbHOM KU3HU - IOCOBETYHCS CO B3POCIbIM,
KOTOpPOMY JIOBEpSICILIb.
OCTOPOXHO

1. He Bce numyt npasay. Uuraeus o cebe HenpaBay B MIHTepHETE - cO0O0IIM 00 3TOM CBOUM
POUTENSIM UITH OTIEKYHAM;

2. IlpurnamaroT mepenuchiBaThCsl, HTPaTh, 0OMEHUBATHCS - TPOBEPD, HET JIA TIOJBOXA;

3. HezakonHoe konmpoBaHue ¢aiinioB B IHTEpHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIBIM O MPO0OJieMax B CETH - OHU BCETJa TIOMOTYT;

5. Mcnonp3yii HACTpOMKHM 0€30MaCHOCTU U MPUBATHOCTH, YTOOBI HE MOTEPSITh CBOU AKKAYHTBI
B COIICETSIX M JAPYruX moprajiax.
MO’KHO

1. VBaxaii qpyrux nosjab3oBaTelieil;

2. Ionw3yenibest UTHTEpHET-UCTOYHUKOM - JIeTald CCHUIKY Ha HETO;

3. OTKpBIBaif TOIBKO T€ CCHUTKH, B KOTOPBIX YBEPEH;

4. O6mAaThCs 3a MOMOILBIO B3POCIIBIM - POJUTENH, ONIEKYHbI ¥ aIMMHUCTPALUS CAaTOB BCeraa
IIOMOTYT;

5. IIpoiian oGyuenune Ha caiite "CeTeBUYOK" U MOTYIH ACOPT HU(PPOBOTO TparkjaHNHA!
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